WebGrants Changes — September 21, 2010

Security Changes

Phone numbers have been made a required entry. The entry fields have been
reformatted so that area code, prefix, and last four digits are entered separately.
All ten digits are required

Whenever a change is made to a user’s password or email address in Web
Grants the system will send an email to the prior email address to notify the
owner of changes to their account. Changes to a school employee’s account will
also trigger a notice to their school's Security Administrator(s) (SA).

After five consecutive failed login attempts, the account will be locked and require
a password reset.

Main menus will now display the last time the user was logged on
The log-in page will display number of failed attempts since last logged in

When a report is downloaded, the user ID and other information will be captured
by the system

Portal Page Implementation

The new portal page will be displayed only if the user account has two or more
portal menu options. For example, WebGrants, User Administration,
etc.

When only one menu option is available, the user will go to that page and not
have portal page displayed and not have any links back to the portal page.

If user has access to the portal page, then all user menus will have a link to
return to the portal page.

Screen Templates for User Roles Implementation

The campus SA will now have access to Add / Edit Screen templates. The same
screen will be used for both of these functions

SAs will be able to get a user list by partial name search. If no search
information is entered, information for all templates will be returned.

If only one match is found using the search function, the template is shown for
edit without a list being displayed.

Each template is keyed to a user role. On the Add New User screen, when the
user role is selected, only the templates for that role will be displayed.
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Changes to Add New User and Edit Existing User Screens

e The order of input of some information has changed (school codes are entered

before screen access)

e The school code input box will not show up until a school administrator or school

user is selected.

e The screen access list does not show until a CSAC user role is selected or a
WebGrants school is selected. This was implemented this way because there

are APLE schools that are not WebGrants schools and should no
to any of the screens.

e Users will be able to access a drop down list to select a screen te
out the screen access list with a predetermined set of accesses.

t have access

mplate to fill
Once the

screen access list is displayed, the access levels can be changed (override the

screen template).

e As soon as the user id is entered, the screen will indicate whether the user id is

valid and then make it provide read only access.

¢ When entered, email addresses will be validated to require a properly formatted

email address. Also, the email address must be entered twice.

e The phone number now has three input boxes for the number and all must be

filled out.

California Student Aid Commission (Instance = DEV02) Portal Page  Tools Help Sign Out

CSAC Portal Page

.
k Welcome! SAADMIN The last time you logged on to this system was: 01/21/2009 03:16:00 pm
To the CSAC Portal Page Number of failed attempts since your last login: 0

This portal page display links to all the applications you have access now. Please contact CSAC Help
Desk if you need access to additional applications.

WebGrants
Table Edit

User Administration

Web Service Registration

Privacy Policy Contact Us

New Portal Page

California Student Aid Commission (Instance = DEV02) Portal Page  User Adrin Home Tools  Help
User Administration

Welcome! SAADMIN The last time you logged on to this system was: 01/21/2009 03:16:00 pm
To User Administration Number of failed attempts since your last login: 0

User Administration

. Add New Users

.. Edit Existing Users
. User Access Report
. Calendar Admin

.. Edit/ Add New Screen Templates

Privacy Polic: Contact Us

User Administration menu screen with new menu item
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California Student Aid Commission (Instance = DEV02) Portal Page User Admin Home Taols Help Sign Out
User Administration

Create / Edit Existing Screen Templates

Enter Template Name or Partial Name. Mote: If no name is entered a complete Screen Template
list will be displayed

Click on [Edit] to display a Screen Template list matching the Template name entered. If an exact
match is found, the list will not be displayed but the Screen Template will be displayed

Y Enter the Screen Template name to create

2 9 9 @

The Template Name has to be unigue within the system

The maximum length of Template Mame is 15 characters

Use only alphanumeric values, Special characters are not allowed for Template Name
Click [Create] to create a new screen template

CETT —

Privacy Policy Copyright 2000-2009, California Student Aid Commission  Contact Us

Create / Edit Screen template screen

California Student Aid Commission (Instance = DEV02) Portal Page  User Admin Home Tools Help  Sign Out

User Administration

dministratio

Edit Existing Users Ls

Create / Edit Existing Screen Templates

Enter Template Mame or Partial Name. MNote: If no name is entered a complete Screen Template
listwill be displayed

Click on [Edit] to display a Screen Template list matching the Template name sntered. If an sxact
match is found, the list will not be displayed but the Screen Template will be displayed

5 Enterthe Screen Template name to create

The Template Name has to be unique within the system
The maximum length of Template Name is 15 characters

®
®
& llse only alphanumeric values, Special characters are not allowed for Templats Name
»

Click [Create] to create a new screen template

rempistevame T

Click on the Screen Template Mame to editthe Screen Template

Row [ Template Name

CSACADMIN

SCADMINT

SCUSER1

\
\
[ SCADMINZ
\
\

(3.1 IEENEIY I S

SCUSERZ

Privacy Policy Copyright 2000-200%, California Student Aid Commission  Contact Us
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California Student Aid Commission (Instance = DEV02) Portal Page  User Admin Home  Tools
User Administration

Help

Sign Out

port Calend

Create / Edit Existing Screen Templates

Cancel

CSACADMIN

WebGrants Templates
User Role *

Screen Access
Screen Name

Screen Template

Access Permissions

Web Service Registration

Enroliment
Upload Envoliment Chone O Read CWrite  ® Grant
File Upload Status Chone CRead ©Write  ® Grant
Add Enroltment Chone CRead CWrite © Grant
DeleterView Enroliment Chone CRead ©Write  ® Grant
Enroliment Data inquiny - Details Chong O Read CWrite  ® Grant
Enroliment Data Inquiny - Load Summany Chlone CRead CWrite * Grant
GPA Menu
Upioad GPAs Chone O Read CWrite  ® Grant
File Upload Status Chone CRead ©Write  ® Grant
Add GPAs Chone CRead CWrite © Grant
Changel\tiew GPAS CMone T Read CWrite © Grant
Add Test Scores Chone O Read  CWrite  ® Grant
ViewChange Test Scores Chone CRead ©Write & Grant
High School Graduate Verfication Chone CRead O Write & Grant
Reports Chone CRead CWrite © Grant
Chafee Grant
Financial Need Analysis Chone CRead ©Write & Grant
Application Status Chone T Read CWrite  ® Grant
Update Acad Yr CMone CRead Write & Grant
Update Chafes Schools Chone T Read CWrite  ® Grant
Returned Checks CMone CRead ©Write & Grant
Student Lookug Chone T Read CWrite  ® Grant
Withdraw Student CMone CRead ©Write & Grant
SN Change Chone T Read CWrite  ® Grant
Paeudn SEN CMone CRead Write & Grant
ILP Form CMNone T Read ©Write & Grant
Update Gift Dats CMone CRead Write & Grant
Gift - Raport Chone T Read CWrite  ® Grant
User Administration
Adidd New Uisers Chone CRead CWrite & Grant
Edfit Existing Users CHMane CRead CWrite  Grant
User Access Report T Mone T Read Write & Grant
Calendar Admin CMone CRead Write & Grant
Edit / Add New Screen Templates Chone CRead CWrite ® Grant
Accounting
Invaice Payment Historny - [SGP T hone ©Read CWrite  * Grant
Schoal Payment Summany - I5PA ChMone T Read CWrhte * Grant
MEFT CNone ©CRead ©Write & Grant
Operations Info
LEAP/SLEAP Assignment CHMane CRead CWrite  Grant

Save Template

Privacy Policy Copyright 2000-2009, California Student &id Commission Contact Us
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Edit Screen Template screen
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California Student Aid Commission (Instance = DEV02) Portal Page  User Admin Home  Tools Help Sign Out
User Administration

User Administration Add MNev Edit Existing Usi Er 2port Calendar Admin Edit £ Add New

Create / Edit Existing Screen Templates

& Select a WebGrants User Role for the Screen Template
w Allfields marked with a {*) are required

SCUSER3 Cancel

Screen Template
WebGrants Templates

User Role ™ ICSACAdmin -

Screen Access

Screen Name Access Permissions
Enrollment
Upload Enraliment ®Mone CRead ©Write © Grant
File Upload Staius @ Mone CRead ©Write © Grant
Add Enroliment @ Mone ©Read CWrite © Grant
Delate/View Enrolimeant @ None € Read CWrite © Grant
Enrailmeni Dala Inquine - Delalls ®Mone CRead CWrite © Grant
Enroliment Dafa Inquiny - Load Summarny ®Mone T Read CWrite © Grant
GPA Menu
Ligload GPAS @ Mone ©Read CWrite © Grant
File Upload Status ®Mone CRead CWite © Grant
Add GPAS ®Mone CRead Write © Grant
Change/\View GPAS ®Mone T Read CWrite © Grant
Add Test Scores ®Mone CRead ©Write © Grant
ViewChange Test Scores @ Mone CRead ©Write © Grant
High School Graduate Verification @ None ©Read CWrite © Grant
Repors ®Mone CRead CWite © Grant
Chafee Grant
Financial Need Analysis ®Mone CRead ©Write © Grant
Applicalion Sfalus ®HMone CRead ©Write © Grant
Updafe Acad Yr ®Mone CRead ©Write © Grant
Undate Chafes Schools ®Mone CRead ©Write © Grant
Returned Checks ®Mone ©CRead ©Write © Grant
Student Lookup ®Mone CRead C\Wite © Grant
Withdraw Student @Mone ©Read C\Wite © Grant
SEN Change ®Mone CRead C\Wite © Grant
Pzeudo SEN ®Mone CRead ©Write © Grant
ILP Form ®HMone CRead ©Write © Grant
Undafe Giff Data ®Mone CRead ©Write © Grant
Giff - Report ®Mone CRead ©Write © Grant
User Administration
Add New Users ®Mone ©Read ©Write © Grant
Ediif Existing Users ®Mone CRead C\Wite © Grant
User Accass Repart ®Mone  Read ©Write © Grant
Calendar Admin ®Mone ©CRead ©Write © Grant
Edit / Add New Screen Templales ®Mone ©Read C\Write © Grant
Accounting
invoice Fayment History - ISGF ®Mone ©Read C\ite © Grant
Schoal Payment Summary - ISPA ®Mone ©Read ©\Wite © Grant
MEFT ®Mone ©Read ©Write © Grant
Operations Info
LFAP/SIEAP Assigniment ®Mone  Read ©Write © Grant
'Web Service Registration

Save Template |

Privacy Policy Copyright 2000-2009, California Student ald Commission Contact Us
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California Student Aid Commission (Instance = DEV02) Portal Page User Admin Home Tools Help Sign Out
User Administration
er &dministration Add 0] Edit ing L E s Report Calendar Admin Edit / Add

Add New User

& The User 1D has to be unique within the system

© Allfields marked with a (™) are required

& Please be innovative in choosing a password

& Select a Screen Template to populate screen access automatically
© Click Add Mew User to create the user account

UserIDIPassword
UserID* ||

Password * |

Six-character minimum; no spaces

Retype Password * |

Contact Information

First Name *
Last Name *
Title

Address 1~
Address 2

City *

State *

Zip Code ™

Email Address *
ReType Email Address ™~
Phone Number™
Fax Number

Security Training Received Date |

Diate Format: mmiddhypry sxample: D2M8/2002

THTHT

| [ Ext|

W

User Role * [ =
Screen Templates I—;I
Effective Start Date * [ot7237z008
Effective End Date * [

Date Format: mmiddhypry example: 02418/2002

Privacy Policy Copyright 2000-2009, California Student 4id Commission  Contact Us

Screen before user role selected
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California Student Aid Commission (Instance = DEV02) Portal Page  User Admin Home Tools Help Sign Out
User Administration

mir

Add New User

The User ID has to be unique within the system

Allfields marked with a (*) are required

Please be innovative in choosing a password

Select a Screen Template to populate screen access automatically
Click Add New User to create the user account

2 9 9 B W

UserlD/Password

UseriD™ 0SCUSER
Password *

Six character minimum; no spaces

Retype Password ™

Contact Information

First Name *

Last Name * l—
Title

Address 1* l—
Address 2 l—
City *

State * [

Zip Code *

Email Address * |
ReType Email Address * [
Phone Number * |
Fax Number

Security Training Received Date

Date Format mmiddiyyyy example: 02418/2002

| | Ext|

W

User Role * CSACADmin
Screen Templates COACADMIN .
Effective Start Date " 01/23/2009
Effective End Date *
Date Format: mmiddiyywy example: 02/18/2002
Screen Name Access Permissions
Enrollment
Upload Enroilment Chone  CRead ©Write  * Grant
File Unload Status CMone € Read CWrite @ Grant
Add Enralirment Chrone  CRead CWrite & Grant
Deiete/View Enrollment CMone € Read CWrite @ Grant
Enrollment Dala inquine - Details Chrone  CRead CWrite & Grant
Envaliment Data inguiny - Load Surmmarny CMone CRead ©Write & Grant
GPA Menu
Upload GPAS CMone CRead ©Write & Grant
File Upload Status T Mone ©Read O Write © Grant
User Administration
Add New Users Chlone CRead CWrite ® Grant
Edif Existing Users Chrone  CRead CWrite & Grant
User Access Reporf CMone € Read CWrite @ Grant
Calandar Admin Chone  CRead ©Write  * Grant
Edit / Add New Screen Templates CMone ©Read OWrite © Grant
IAccounting
Invoice Payment History - ISGP T Mone ©Read O Write © Grant
School Paviment Summary - 1ISPA CMone CRead ©Write & Grant
MEFT Chrone  CRead CWrite & Grant
Operations Info
LEAP/SLEAP Assignment Chone CRead CWrite  ® Grant

Adld New User I

Privacy Policy Copyright 2000-2009, California Student Aid Commission  Contact Us

Screen with user role of CSAC Admin selected
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California Student Aid Commission (Instance = DEV02) Portal Page  User Admin Home  Tools
User Administration

mir

Add New User

- The User ID has to be unique within the system

o Allfields marked with a (*) are required

© Please be innavative in choosing a password

© Select a Screen Template to populate screen access automatically
o Click Add New User to create the user account

UserlD/Password
UseriD* 0SCUSER
Password *

Sicharacter minimum;: no spaces

Retype Password *

Contact Information

First Name * l—
Last Name *

Title —
Address 1* l—
Address 2

City " [
State * [

Zip Code * [

Email Address * [
ReType Email Address * |
Phone Number * |
Fax Number

Security Training Received Date

Date Format: mmidddnyy example: D2/18/2002

| | Ext|

W

User Roles

User Role ™ School Admin 'I
Screen Templates ESCADM\NT -

Effective Start Date * 01/23/2009

Effective End Date ~

Date Format: mmiddinyy example; 021182002

WebGrants Schools

Schools Available

Schools Selected

Help

Privacy Policy Copyright 2000-2009, California Student Aid Commission  Contact Us

Sign Qut
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Screen with School Admin selected before school is selected
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California Student Aid Commission (Instance = DEVO2)
User Admini i

stration

Add New User

& The User [0 has to be unique within the systam

w All hields marked wath a [*) are required

v Please be in choosing @ p

w Select a Screen Template to populate screen access automatically
w Click Add Mew Liser to craate the user account

UserlDiPassword
UseriD "

Password * T

R T

Retype Password ™
Contact Information

First Name *

Last Mame *

Title

Address 1°

Address 2

City*

State "

Zip Code *

Email Address ~
ReType Email Address *
Phone Number * — T T Ex[
Fax Number

Security Training Received Date

Bate Foimat miniddirery axample. 02152002

User Role * School Admin =]
Screen Templates EX L |
Effective Start Date * [or3rz00e

Effactive End Date

e Farmat sy sxsnala G202

WebGrants Schools

Schools Available |
| #ddSchool | | Remov Schaol |

00131300 LNV OF - DAVIS =
|

Screen Access

Screen Name Access Permissions
Enroliment

Upload Enroliment ChNone T Read CWnte & Grant
Fila Upioad Slafus CMone CRead CWnte © Grant
Add Enroliment CMone  ©Read ©Wite  Grant
Deigte/View Enroliment THMone CRead TWrhe & Grant
Enroliment Data Inguiry - Details CHMone T Read TWrite & Grant

Enroliment Dala Inquiry - Load Summarny CMNone ©Read ©Write & Grant
GPA Menu

Porgl Page Llser AdminHome Tools Help SignOut

Upinad GPAs CMone CRead CWrile © Grant

File Upload Slalus CHone CRead CWnte & Grant
User Administration

Add New Users CHone CRead *Wnte O Grant

Edit Existing Lsers TMone ©Read *Write © Grant

User Access Report ThNone ©Read ©Wnte © Gran

Calandar Admin FMone CRead ©Wnte © Grent

Edil / Add Mew Scraan Tempiatas CHone CRead ©Write & Grant
Accounting

Invoice Payment History - ISGP THNone CRead ©Whte & Grant

School Paymen! Summary - ISPA ChNone ©CRead ©Wnlte & Gran

MEFT CMone CRead ©Wite & Grent
Operations Info

LEAP/SLEAP Assignment T Mone T Read ©Write & Grant

[ Add NewUser |

Screen with School Admin selected with school selected

Page 9



